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Monutnka nHhopmMaLUNMOHHON 6e30NacHOCTM NpPeanpuUaTUS

Bcsa koprnopaTuBHas 6€30MacHOCTb B HACTOsILLLee BpeMsi MOCTPOEHa Ha OCHOBe paboTbl ¢ MHdOpMaLmein U HpopMaLMOHHOM
6e30MacHOCTH. CNIOXHOCTb COCTOUT B TOM, YTO MHbOPMaLMA — Bellb HeMaTepuasnbHas, NPeACcTaBeHHas B pasHbIX MaTepuasnbHbIX
1 HeMaTepuanbHbIx hopmax. KpoMe Toro, B ycioBusx LndpoBoi TpaHcdhopMaLmm NpeanpuaTUS TepAeTCs caM KOHTYP
MHbOPMaLMOHHON 6€30MacHOCTH, TO €CTb OTCYTCTBYET (HM3NUECKOE MECTO HaxoXAeHUs UHhopMaL K. He sicHo rae HaxoguTca To,
YTO HY)KHO 3awuLLaTh. [la M caMo MHPOPMaLMOHHOE MoJe Yallie BCero HanosHaTCA HpopMaLmen, reHepupyeMon 60Tamu, a He
YyenoeekoM. MoaToMy npoLiecc 3aluTbl MHbOPMaLMKU JOCTAaTOUYHO CMOXKEH W NpeanonaraeT KOMMIEKCHOE OCyLLeCTBeHNe
OpraHV3aUMOHHbIX, KaIpOBbIX, PEXXUMHbIX, MPAaBOBbIX, TEXHUYECKUX U UHBIX MEPOMNPUATUNA.

Jata npoBepeHusn: OTKpbiTas gata

Bup o6yuyeHus: Kypc noBbilleHust KBanudukalmm
dopmart obyueHusn: OHnalH-TpaHCAALUS

Cpok obyyeHus: 3 aHsl

MpopomkuTenbHocTb o6yyeHus: 244aca

[N y4acTHMKOB NpefyCMOTPEHO:

MeToanueckuin matepuan.

JIOKYMEHT no OKOHYaHuM obyyeHus: CnyLuaTenu, yCrneLwHo NpoLuesLiMe UTOFOBYIO aTTeCTaLMIO MO NPorpaMMe obyyeHus, MosydaroT
Y[ocToBepeHe 0 NoBblleHUN KBanubukaumm B o6beMe 24 yacos,(JlnuLeH3ns Ha NpaBo BefeHna o6pa3oBaTesibHOM AeAaTenbHocT oT 08
ntoHsi 2021 r. N041442, BbigaHa Poco6pHaasopom).

Ina koro npegHasHayeH

PykoBoguTtenei (3amecTuTenei pyKoBOAUTENEN) OpraHn3aunii U CTPYKTYPHbIX NMoApasfieneHnit; paboTHUKOB Nogpa3aenieHuii
6e30MacHOCTU; pabOTHUKOB, OTBETCTBEHHbIX 3a LUdPOBYHO TpaHChOopMaLuio NPeanpUsaTUSA; pabOTHUKOB, Y4aCTBYHOLLUMX B MEHEXKMEHTE
MHbOPMaLMOHHOW 6e3onacHOCTK; cneuumanvuctoB UT nogpasgenennii, nogpasaenennii UT 6esonacHOCTH M Knbep6e3onacHoOCTy;
paboTHWKOB HR noapasaeneHuii; KopnopaTUBHbIX KOPUCTOB.

Lienb o6yyeHus

® pacCMOTpPETb BOMNPOCHI VIHd)OpMaLIMOHHOIZ 6€30MacHOCTH, KaK COCTABHOM YacTu CUCTEMDI 3auunTbl 6U3Heca, a TaKxXe
npeanoXnTb NpakTu4yeckne peleHna no 3awmuTe oT yrpos U puCckKoB, KakK BHELWHUX, TaK U BHYTPEHHUX.

YyacTHuKu HaydaTca:

¢ (hopMMpOBaTb MOMUTUKY 6€30MacHOCTH, B COOTBETCTBUE C TPe6OBaHUAMM KOMMaHUK;

e rOTOBUTb COOTBETCTBYHOLLME NAKETbI JOKYMEHTOB;

¢ Bbl6MpaTb COOTBETCTBYHOLLME CPEACTBA AN 3aLMTbl MHOOPMaLMM OT HeCaHKLMOHUPOBAHHOMO AOCTYNa;
e Bbl6MpPaTb COOTBETCTBYIOLIME CPeACTBa A/1A 6e30MacHon paboTbl B CETH.

OCO6EHHOCTU NPOrpaMmbl

0Oco60e BHUMaHWe Ha Kypce 6yAeT yenleHo NPOTUBOAENCTBUIO pasrialleHnto nHdopMauum Yyepes «4enoBeyecknit hakTop», OCO6EHHO C
npuMeHeHneM QULLMHIOBbLIX aTak M MeTOA0B couManbHo uHxeHepuu. Mpu undpoBoi TpaHchopMaumm NpeanpuaTUsi caMbiM cnabbim
3BEHOM KaK BCerga okasblBaeTcsl YesioBek. Takxe yyacTHMKaM Kypca 6yayT npefiocTaBieHbl METOAUYECKME NOCOOMS,
MHbOPMaLMOHHbIE MaTepuasbl C HOPMaTUBHOW 6a30W, METOAMKAMMU, anropuTMaMmn JeNCTBUN, LIA6GIIOHAaMU SIOKanbHbIX MPaBOBbIX aKTOB
no TemMaTumKe Kypca.
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YyacTHMKaM Kypca 6yayT NpeasioeHbl rOTOBbIE anropuTMbl fencTauii u hopMbl (06pa3sLibl) HEO6XOAUMbIX HOPMATUBHO-TIPABOBbIX
[LOKYMEHTOB.

9TO MeponpuaTMe MOXHO 3aKa3aTb B KOpnopaTuBHOM opmaTe (06y4eHne COTPYAHUKOB OLHOM KOMMNaHuu).

OTpenbHble ceMMHapbl B paMKax Kypca

e MeHe[)XKMeHT MHdOpMaLMOHHOI 6e30MacHOCTH B yCoBUAX LindpoBoi TpaHchopMaL i NpeanpusaTus
e 3aluTa KoHbMAeHLMaNbHOM MHbopMaLuy NpeanpuUsTUs

YyacTue BO3MOXHO OTAENbHO B Ka)XA0M CeEMUHape.

[lporpamMma o6y4deHus

[OeHb 1. MeHe>XMeHT nH(OpMaLMOHHOI 6e30nacHOCTY B YCNOBUSIX LU poBOiA TpaHchopMaLum NpeAnpUATUS.

e OCOBEHHOCTU AesATENbHOCTY NPEANPUATMS B YCNOBUSX LMdpoBoi TpaHCchOpMaL My SKOHOMUKW. 3almTa MHhopMaLum, 3awmuta
UHMOPMaLMOHHOW MHDPACTPYKTYPbl U UHHOPMALIMOHHOE NPOTUBOGOPCTBO KakK TPU COCTABISHOLLMX 6€30MacHOCTM B LMGPOBOM MUpE.

e [NonnTtuka nHhopMaLnoHHON 6e30NacHOCTU KaK OCHOBa cucTeMbl MeHekMeHTa Ub. Llenn n 3agaumn Monamtukm nHdopmaLMoHHOM
6e3onacHocTu. O6LLas CTpyKTypa NOANTUKM MHDOPMALMOHHON 6e30MacHOCTHU.

o ['ocyfapcTBeHHOEe perynupoBaHue B chepe MHGopmMaumoHHo 6e3onacHocTv (UB). Poccuiickue 1 MexxayHapoaHble CTaHAapTbl B
obnactu Ub. 3akoHopaTenbcTBO PP, HOpMaTUBHO-NPaBOBbIE JOKYMEHTbI.

o [puHATHE yNpaBfieHYECKNX PELLEHMI B YCNOBUSIX N36bITOYHOCTU MHDOPMAaLUK, ee HETOYHOCTU U HEAOCTOBEPHOCTU. MpUHLMNbI
pa6oTbl Big Data. [prMeHeHne 311eMEHTOB UCKYCCTBEHHOIO UHTENIEKTA B AeATENIbHOCTU NpeanpusaTus. Hanmune yepHoro nvapa u
(erikoBbIX HOBOCTEW B UHOOPMALIMOHHOM MoJie.

e [ocyfapcTBeHHble HDOPMAaLMOHHbIEe CUCTEMBI. [TepBUYHOCTb MHDOPMALIMK B rOCYAAaPCTBEHHbIX UHHOPMALIMOHHbIX peecTpax.
OTcyTCTBUE KOHTYpa MHGOPMaLMOHHOM 6e30nacHoCcTM B UndpoBoM Mupe. MoHsATHe umdpoBoii cnep Gusmyeckoro nuua.

e OCO6eHHOCTU AOKYMEHTO060pOTa B LMMPOBOM MUpE. [OHSATUE 3N1EKTPOHHbBIN JOKYMEHT. CUCTEMA 3/IEKTPOHHOIO AOKYMEHTO060pOTa
Ha npeanpustun. Lindposas nognucb. OCHOBHbIE TPe6OBaHMIO K AeTIONPOU3BOACTBY Npu LUdpPoBON TpaHchopMaLMm NpeanpusTUs.

o [NoHATUE KpUTMYeckan MHdOpMaLnoHHas NHPPaACTPYKTypa B POCCUACKOM 3aKOHOAATENbCTBE, NPoLeaypbl KaTeropupoBaHus u
OCHOBHble Tpe6oBaHMs Mo ee 3aluuTe.

e 3alnTa KOHCTUTYLIMOHHbBIX NpaB GM3NYeCKmnX vl npu undposoit TpaHchopMaLmum npeanpusaTusi. HenpukocHOBEHHOCTb YaCcTHOM
YXU3HW, TaliHa TesleOHHbIX NepPeroBOpOB, MOYTOBbIX U UHbIX COO6LLEHMIA. MpoLeaypbl MCMOb30BaHUS TEXHUYECKUX CPEACTB,
npefHasHayYeHHbIX A1 HErMacHOro Nony4yeHust tHbopmMaLuuu.

o [ToHsITUE KyNbTypa MHPOPMaLIMOHHON 6e3onacHOCTU Npu UMb poBoi TpaHchopmaLmu npeanpusaTusa. KynbTypa nuHdopmaLMoHHOM
6e30MacHOCTU KakK COCTaBHas YacTb KOPNOpaTMBHON 6e30MacHOCTU. ATUYECKME HOPMbI B MEHELKMEHTE MHDOPMaLMOHHON
6e30MacHoOCTM.

o MIHpopMauma Kak HemaTepuasnbHbI akTUB NpeanpuaTus. NpoTuBoaencTBUE YEPHOMY NMapy, MaHMNyanposaHmemM nHdopmaumen n
WHbIM AENCTBUSIM CO CTOPOHbI HEA06POCOBECTHbBIX KOHKYPEHTOB.

e MeToanka pa3paboTky MOANTUKM MHPOPMALMOHHON 6€30MacHOCTU Ha NPeanpUsATUN.

o CosflaHue cnyx6bl HOpMaLMOHHON 6e30onacHoCTU. PasaeneHue hyHKUNUIA Mexay cny60i MHPOpMaLMOHHON 6e30MacHOCTY,
cnyxo6on 6esonacHocTn n UT-nogpasgeneHmem. Mecto cny>k6bl MHGOPMaLMOHHOWM 6e30MacHOCTM B CTPYKTYPE NPeanpusTus.

e [ToHsITWE CUCTEMBI MEHEXXMEHTa MHDOPMaLMOHHOM 6e30nacHOCTU. MexayHapofHble cTaHAapTbl 6e30MacHOCTU MHPOPMaLIMOHHBIX
cucteM. OCHOBHble TpeboBaHUS CTaHAapTa MeHeXMeHTa uHdopmaLMoHHol 6e3onacHocTy ISO 27001.

e AyauT COCTOSIHUA MHDOPMAaLMOHHON 6€30MacHOCTM Ha NpeanpuATUMK. MNopsaaok NpoBeAeHNs ayamTa MHGOPMaLMOHHON 6e30MacHOCTH
npeanpuaATUs.

o OCHOBHble Tpe6oBaHNA MeXAYHapOLHOMO U POCCUNCKOro 3aKOHOAATENbCTBA B 06/1aCTH 3alMUTbl NEPCOHANbHbIX AaHHbIX. [IpaBoBble
aKTbl PErynAToOpoB, ONPeAenAtoLLMX NOMTUKY MO 3aLuUTe NepcoHasbHbIX AaHHbIX B Poccuu.

o [paBa cy6bekTa nepcoHasbHbIX AaHHbIX M 06513aHHOCTM onepaTopa NnepcoHanbHbIX AaHHbIX. Buabl opuanyeckoin 0TBETCTBEHHOCTU 3a
pasrnalleHue nepcoHanbHbIX AaHHbIX, @ TaKXXe 3a HeBbINOJIHEHUe TpeboBaHMI MO UX 3aluTe.

o [lowaroBbIvi anropuTM AEeACTBUM MO CO34aHUIO Ha NPeAnpUATAM CUCTEMbI 06PaboTKM NePCOHaNbHbIX AaHHbIX, YA0BNETBOPSOLLEN
Tpe6oBaHUAM PerynsiTopos.

e I3aMeHeHWs1 B 3aKOHOAaTeNbCTBE O NMepCOHanbHbIX AaHHbIX, BCTynuBLKX B 2021 rogy. Oco6eHHOCTM 06paboTKM NEPCOHANbHbIX
JaHHbIX, Pa3peLleHHbIX Cy6GbeKTOM NepCoHasbHbIX AaHHbIX A1 PaCnpOCTPaHeHus.

o Co3paHue pexxmuMa KOMMepYeCcKon TaiHbl Ha NpeanpuATMM. MeToamKa cocTaBNeHUs NepeyHs CBeAeHUIN, COCTaBNSAOWMNX
KOMMepYeCKyto TaiHy. OCHOBHble OpraHn3aLoHHbIE, MPaBOBbIE N TEXHUYECKUE MEPbI MO 3aLUTE KOMMEPYECKON TaHbI.

e 06s3aTenbCcTBa pabOTHUKOB MO COXPAHEHMIO KOMMEPYECKOW TalHbl Ha NpeanpuaTUm. MNoHATHE «pasriialleHne KOMMepPYeCcKon TarHbl».
Buabl topyanyeckon oTBETCTBEHHOCTU 3a pasrfalleHne KOMMEPYECKUX CEKPETOB NpeanpuaTus.
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o oHATUE «CcNy)KebHas TaillHa» B POCCUMICKOM 3akoHoAaTenbcTBe. OCO6eHHOCTb paboTbl C AOKYMEHTaMU, UMEOLUMU
OrpaHnunTENbHYHO MOMETKY «A/1s CNyXe6HOro nonb3oBaHus». OTBETCTBEHHOCTb 3a pasrnalleHne Cy>Xe6HO TaiHbl.
o poBefieHMe BHYTPEHHMX NPOBEPOK W paccnefoBaHnit No MHUMAEHTaM MHOOPMaLIMOHHO 6€30MacHOCTH Ha NPeANpPUATUN.

OeHb 2. 3awuTta KoHdnaeHUManbHoi UHGOpMaLMK NpeanPUATUS.

o 3awuTta nHdopmaumu, 3awmuTa MHGOpMaLMOHHOK UHDPACTPYKTYPbl U MHPOPMALIMOHHOE NPOTMBOGOPCTBO KaK TPU COCTaBASIOLLMX

6e30nacHOCTM B UMGHPOBOM Mupe.

MoHATME KpUTMYeckan MHPopMaLMOHHast MHPaCTPYKTypa B POCCUNCKOM 3aKOHOAATENbCTBE, MpoLieAypbl KaTeropupoBaHus 1

OCHOBHble Tpe6oBaHusl Mo ee 3alyuTe.

e 3awmTa KOHCTUTYLMOHHbIX NpaB G13nyeckunx nuy, npun undposon TpaHchopMaumnm. HenpukoCHOBEHHOCTb YaCTHOWM XXM3HW, TallHa

TenedOoHHbIX MePeroBopoB, MOYTOBLIX U UHbIX COO6LLEHUIA. [poLieaypbl UCMONb30BaHUA TEXHUYECKUX CPEeACTB, MpefHa3HauYeHHbIX Ansi

HersiacHoro NoslyYyeHuss HGopmaumu.

MoHATMe KoHUAeHUManbHaa MHGopMaumsa n KoHbuaeHunanbHocTb Hdopmaumu. MHdopmaums, AOCTYN K KOTOPOW He MOXET 6biTb

OrpaHUyYeH.

NcTouHWKn KoHduaeHLmanbHon nHdopmauun. Buabl n gopmbl npeacTaBneHns KOHGuUAeHUMansHon nHdopmaumu.

e OCHOBHble HanpaBfieHWs 3aLUTbl KOHOUAEHUMaNnbHON MHGopMaLmMu. CUCTEMHbIN NOAXOA K 3aLimTe uHbopmauuu.

o [IpaBoOBblE, OPraHN3aLNOHHbIE, PEXXUMHbIE U UHXEHEPHO-TEXHUYECKME MepPONPUSITUS MO 3aLuuTe KOHPUAeHUManbHon uHdopmaumu.

KnbepbesonacHocTb npeanpuaTtusi. CozgaHme BHyTPMOG6BHEKTOBOMO M MPOMYCKHOMO PEXXUMOB Ha npeanpuatun. dusnyeckas sawmra

oXpaHsieMbIX MHHOPMaLMOHHbIX PECYPCOB.

Pa6oTHUKM opraHn3aLmm Kak OCHOBHOM KaHan yTeuku KoHduaeHUanbHom nHdopmauuu. Monntuka kaapoBoi 6e30MacHOCTU.

MeponpusaTusi No NpeAoTBPAaLLEHUIO pa3rnalleHns paboTHMKaMM KOHbUAEHUManbHON MHGopMaumm.

e [opspoK v npoueaypbl 3alMTbl KOHGUAEHLMaNbHOM HGOOPMALIMKU NPY UCMONIb30BAHUN AUCTAHLMOHHBIX Pa6OTHUKOB.

e Tpe6oBaHUs MO 3aLnUTe KOHPUAEHLMaNbHOM HGOPMALMK B rpaXAaHCKO-NPaBOBbIX OTHOLLEHUsX. CornalueHue o

KOH(UAeHLMaNbHOCTW Nepes NpoBeAeHNeM NeperoBopoB.

Buabl topuanyeckon 0TBETCTBEHHOCTM 3a pasrialleHve KoHGuaeHumanbHon nHbopmaLmm, a TakxKe 3a ee He3aKOHHOE NoJTyYeHue.

YronoBHas, aiMUHUCTPaTUBHas U rpaXAaHCKo-NMpaBoBasi 0TBETCTBEHHOCTb. 0630p cyie6HOM NPaKTUKM.

o [podeccnoHanbHas TakHa Kak cocTaBHast 4YacTb KOHUAeHUNanbHon nHdopmMauun 3akoHogaTenbcTeo PP B obnactu 3awmTbl

npodeccroHanbHbIX TalH (BpayebHas TaliHa, HoTapuanbHas TaiiHa, 6aHKOBCKas TaiHa, agBoKaTcKas TaiHa U T.4.).

CnyxebHasn TaliHa Kak coCTaBHasi YacTb KOHbUAEHUMaNbHON MHPopMaummn. 3akoHodaTenbcTBo PO B 061acTu 3aWmUThbl CNyXXe6HOM

TalHbl. [paBOBOI PEXMM NPUMEHEHUS OrpaHMYEHNs AOCTYMa K CNYXXe6HOM MHPOpMaLMK. Pexxnm cny>kebHowm TaHbl B KOMMEPYECKMX

CTPYKTypax.

e 3almTa KOMMepYeckoin MHpopMaLum Ha npeanpuaTum. MNMpoueaypbl Co3aHUs pexXrMMa KOMMEPYECKOW TaiiHbl. MoHATHe obnaaaTtenb

KOMMepYeCcKOi TalHbl, ero npaBa U 06513aHHOCTM.

MoHATME pa3rnalleHne KOMMEPYECKOM TalHbl B POCCUICKOM 3akoHoaaTenbcTBe. 06a3aTenbcTBa paboTHUKOB MO COXPAHEHUIO

KOMMEPYECKOW TalHbl NPEANPUSATUA U 0TKa3 OT UCMOJIb30BaHUS ee B SIMYHbIX Lensix. CoxpaHHOCTb KOMMEPYECKNX CEKPETOB

paboTHWKaMM MOcCe YBOJIbHEHUSI.

e OrpaHuyeHue JoCTyna K KOMMepYecKoi TalHe 1 3almTa MHhopMaLumy Kak o6si3aTeNbHbl 3/IEMEHT peXrnma KOMMEepYeCKoi TalHbI.
CucTteMHbI NoAxoA K 3awute nidopmMauun. OpraHn3aumOoHHble, KaJpOBble, TEXHUYECKUE, PEXXMMHbIE U UHbIe MEPOMPUATUS NO
3aLMTe KOMMEPYECKOW TalHbl.

e OCO6eHHOCTb paboTbl C KOMMEPYECKON MHPOPMaLMel, NpeacTaBAeHHON B 31eKTPOHHOM BuAe. [OHSATUE 3/1EKTPOHHbIN fOKYMEHT.
9nekTpoHHas noanuce. MNpouecc undpoBM3aLMn KOMMEPUYECKON TarHbl.

e CobntofeHne pexxmuMa KOMMEPYECKOW TalHbl B JOFOBOPHbIX OTHOLLEHUSAX C FOPUANYECKUMU U PU3NYECKMMUN TULLaMMU.
KoHduaeHLManbHOCTb NOyYeHHOM KOHTpareHToM MHbopMaLum Kak ycnoBue forosopa. KomneHcauus yuiep6a v lutpadHble caHKLmMK
3a pasrialleHne KOMMepPYECKON TaiHbl UM HE3aKOHHOE UCMOJIb30BaHME €€ B JIMYHbIX LieNsx.

o [poueaypbl NpefocTaBneHns MHGOpPMaLMK, COCTaBASOLLLE KOMMEPYECKYHO TaiHy NPpeAnpusTUS roCyAapCTBEHHbIM OpraHaMm.
MoHATME MOTUBUPOBaAHHOE TpeboBaHWe rocyAapcTBeHHOro opraHa. 06s13aHHOCTb FOCYAapCTBEHHbIX OPraHOB MO OXpaHe
KOHUAEHLMANbHOCTW NONYYEHHON MHPOpMaLUK.

e 3awuTa nepcoHasnbHbIX aHHbIX Ha NpeanpusaTun. OcHoBHble Tpe6oBaHUs O3 «O nepcoHasbHbIX AaHHbIX» U HOPMAaTMBHbIX aKTOB
perynstopoB (PockoMHaasop, ®CTIK Poccum, DCE Poccum 1 T.4.), pernamMmeHTUpytoLLme nopsifok 06paboTKu NePCOHaNbHbIX AaHHbIX.

o [ToHAATWe OnepaTop NepcoHasbHbIX faHHbIX, ero npaBa v 06513aHHOCTW, MOPAAOK perncTpauum. PeecTp onepaTopoB, OCYLLLECTBASIOLNX
06paboTKy NepPCOHaNbHbIX AaHHbIX. YBeAoMIeHne 06 06paboTke (0 HaMEpPEeHUN OCYLLECTBNSATL 06paboTKy) NepCoHasbHbIX AaHHbIX.

o [ToHsITUE CY6bEKT NePCOHasbHbIX AaHHbIX, ero npaBa U 0653aHHOCTU B COOTBETCTBUM C POCCUACKUM 3aKOHOAATENbCTBOM.

o PopMuMpoBaHMe NPaBOBOro peXxMMa 3aLuTbl NEPCOHAsbHbIX AaHHbIX. [lepeyeHb Mep MO 3aLuTe NepCcoHanbHbIX AaHHbIX.

e [lowaroBblvi anropuT™ AeACTBUI MO BbIMOMHEHWIO NpeanpusaTMEM TpeboBaHMI 3aKOHOAATENbCTBA N0 06paboTKe NepCOHaNbHbIX
OaHHbIX;

e TpeboBaHUA K 06ecneyeHnto 6€30MacHOCTN NEPCOHasbHbBIX AAHHbIX, MPU X 06paboTKe B MHHOPMAaLMOHHbIX CUCTEMaX NepPCOHaNbHbIX
JaHHbIX, B 3aBUCMMOCTU OT TWNa yrpos.

o ALMWHUCTPATUBHbIN pernaMeHT UCNOMHEHUA rocyAapCTBEHHOW YHKLMM MO OCYLLECTBEHNIO FOCYAAPCTBEHHOIO KOHTPOJIS 3a
COOTBETCTBMEM 06PabOTKM MEPCOHaNbHbIX AaHHbIX TPE60OBaHUSIM 3aKOHOAATeNbCTBA.

e MeToanKM NpoBefeHUs BHYTPEHHUX paccnefoBaHWii Mo MHUMAEHTAM, CBSI3aHHbIM C HapyLLeHWEM KOHOUAEHUMaNnbHOCTU Ha
npeanpuaATUW. MnaHoBble U BHEMIAHOBbIE MPOBEPKMU.

e Buabl OpUAMYECKO OTBETCTBEHHOCTU (YroNoOBHas, rpaXjaHCKO-NpaBoBasi, AUCUMIIIMHAPHAs U MHasi) 3a pasrialleHve
KOHduAeHLManbHoW nHdopmMaLMm, UCNonb3oBaHKE ee B INYHBIX LIeNISX, @ TakKXKe 3a ee He3aKOHHOe nosnyyeHue. Heo6xoammble u
[OCTaTOYHble YCNOBUSA A1 HACTYMIEHUSA OTBETCTBEHHOCTH.
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[eHb 3. O6ecneyeHne 6e30MacHOCTM KOMMbIOTEPHbIX CUCTEM U ceTeil.- Yrpo3bl MH(popMaLUoHHOI 6e30nacHOCTH.

e Yrpo3sbl 1 yI3BUMOCTU aBTOMaTU3MPOBaHHbIX MH(OPMAaLMOHHbBIX CUCTEM.

e Yrpo3bl ceTeBoi 6€30MacHOCTU. AHanus yrpos.

e BO3MOXHbIE MOCNEACTBUSA BHELLHWUX aTaK U AeACTBUIA BHYTPEHHMX HApYLUUTENEN.

e BO3MOXHbIe KaHasbl HECAaHKLMOHUPOBAHHOMO AOCTYNa K BaXKHOW MHhOpMaLuu.

e HoBble Knaccbl Yyrpos, cBa3aHHble C UICMNOIb30BaHUEM 06na4YHbIX BbIYNCNEHWUIA U MOBUIbHbBIX TEXHOMOTUA.

e CUcTeMbl 06HAPY)XEHUSI BTOPXXEHWUI U NIOBYLLKW.

e 3awuTa BUpPTyanbHON MHPPACTPYKTYpbI.

o OLeHKa YPOBHS 3aLULLEHHOCTU MHPOPMALIMOHHBIX CUCTEM.

e YnpaBneHue goctynom. Tpe6oBaHus K MaposibHou 3awuTe. besonacHas pa6oTa B IHTepHeT. besonacHas paboTa C 3/1eKTPOHHOW
nouTown. besonacHoe xpaHeHWe faHHbIX.

¢ 3alwmTa MHGOpMaL MK € UCNoNb30BaHWEM LWNdPoBanbHbIX (KpunTorpaduyecknx) cpeacTs. Kpuntorpabuyeckme MeToabl 3almThl
nHdopmaumn. ObecneyeHre NPUMEHEHUST 3NIEKTPOHHOMN MNOANMUCY U MHDPACTPYKTYPbl OTKPbITOrO KJlko4a C UCMONb30BaHNEM
cepTUPULMPOBaHHbIX CPEeACTB.

o CoumanbHas HXXeHepus. TpeboBaHUS K aHTUBUPYCHOW 3aLuuTe. [LeACTBUA B HELUTATHbIX CUTYaLMAX.

e OpraHu3aLnOoHHO-PEXMMHbIE Mepbl. IKOHOMUYECKME Mepbl. TexHuYeckue cpeficTBa obecneyeHns 6e30MacHoOCTU

MNpakTnyeckune 3aHATUSA.

[lpenogaBaTenu

MPEMNOLOABATE/b
K.T.H., AoueHT kadeapbl MHPOPMALIMOHHBIX TEXHONIOMUIA U cucTeM 6e3onacHocTU. YneH npaeneHus kny6a UT gupekTopoB CaHKT-
MeTepbypra, npeacenatens KoHdepeHumn no Ub no C3dO0.

MPEMNOOABATEJb
3KcnepT-NPaKTUK B 06/1aCTM KOpNopaTUBHOM 6€30MacHOCTU. BU3HEC-KOHCYbTaHT Mo Bonpocam 6e30MacHOCTU MeXAYHapoAHOro
[leNoBOro COTpyAHUYECTBaA.-

MPEMNOOABATEJb
Cneuuanuct B 0651acTi 6e30MacHOCTH 6U3HeCa, MOIKOBHUK OCTULMK. 3aBeaytolLmnii kadeapoi 6esonacHoCT YHMBepcUTeTa
rocyapCTBEHHOro ¥ MyHWULMNANbHOMO yrpaBneHus.-

CtpaHuua: 4 us 4



