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MNonutuka nHbopmMaumMoHHOM 6€30MNacHOCTN NpeanpuaTnus

Bca koprnopaTuBHasa 6e30nMacHOCTb B HAaCTOsILLEE BPEMSA MOCTPOEHA Ha OCHOBE paboTbl ¢ MHdopMauuein n MHPoOpMaLMOHHOM
6e3onacHOCTU. CIOXXHOCTb COCTOMT B TOM, YTO MHGOPMaLMs — Bellb HemMaTepuasibHas, NpefcTaB/eHHasi B pa3HbiX MaTepuasbHbIX
1 HeMaTepuanbHbIx popmax. Kpome Toro, B ycrnoBusix UndpoBoit TpaHchopMaLmm NpeanpusaTusi TepsieTcst caM KOHTYP
MHbOPMaLIMOHHON 6€30MacHOCTH, TO ECTb OTCYTCTBYET PU3NYECKOE MECTO HaXOXAeHUst MHhopmaLuumn. He sicHo rae HaxoamTcs To,
YTO HY)XXHO 3alymwaTh. [la u caMo MHGOPMaLMOHHOE MOJIe Yallle BCEro HanonHaTCA UHbopMaLmeil, reHepupyemoi 60TamMu, a He
yenoBekoM. Mo3ToMy NpoLecc 3anTbl MHPOPMaLIMK OCTATOYHO CIOXKEH W MpeAronaraeT KOMMIEKCHOE OCYLLeCTBAEHNE
OpraHM3auUMOoHHbIX, KaApPOBbIX, PEXUMHbIX, TPABOBbIX, TEXHUYECKUX U UHBIX MEPOMNPUSTUIA.

[arta npoBepenus: OTKpbiTasa garta

Bup ob6yueHus: Kypc noBblilleHusi kBanudukaumm
®dopmart obyueHus: OHNalH-TpaHCsAUMS

Cpok obyueHus: 3 fHA

MpopomkuTenbHocTb obyyeHus: 244aca

[Ans y4acTHMKOB NpelyCMOTpPEHO:

MeToanueckun matepuan.

JIOKYMEHT no OKOHYaHuUM o6yyeHus: CnyLiaTtenu, yCrnewHo npoLleLiMe UTOFOBYIO aTTeCTaLMIO MO NPorpaMMe obydYeHus, MosyyaroT
YzocToBepeHue 0 NoBbIleHun KBanubukaumm B o6bemMe 24 yacos,(JlnLeH3nst Ha NpaBo BefeHNa o6pa3oBaTesibHON AeaTenbHocTu oT 08
ntoHst 2021 r. N041442, BbigaHa Poco6pHaa3opoMm).

Ina Koro npegHasHayeH

PykoBoguTenei (3amecTuTenei pyKoBOAUTENEN) OpraHu3aunit U CTPYKTYPHbIX NoApasfeneHnii; paboTHUKOB Nogpa3aenieHunii
6€30MacHOCTH; paboOTHUKOB, OTBETCTBEHHbIX 3a UMPPOBYHO TpaHChOPMaLMO NPeaNpUSTUS; PabOTHUKOB, yH4aCTBYHOLLNX B MEHEIKMEHTE
nHbopMaLMOHHOIM 6e3onacHoCTy; cneuuanucTos UT nogpasaenenui, nogpasaenenuii UT 6e3onacHOCTU U Knbep6e3onacHoCcTy;
paboTHMKOB HR noapaspeneHuii; KopnopaTUBHbIX FOPUCTOB.

Llenb o6yuyeHus

e paccMOTpeTb BOMPOChl MHPOPMaLMOHHOM 6e30NacHOCTH, KaK COCTABHOM YacTu CUCTEMbI 3aluTbl 6U3HECA, a TaKXKe
NpeaoXnTb NPaKTUYECKNE PELLEHNUS MO 3aLLUTE OT YrPO3 U PUCKOB, KakK BHELHUX, TaK U BHYTPEHHUX.

Y4acCTHUKM HayyaTcs:

. d)OpMMpOBaTb NONUTUKY 6e30MacHOCTH, B COOTBETCTBUE C TpeﬁOBaHMHMM KOMMNaHuu;

e FOTOBUTb COOTBETCTBYHOLLME NaKeTbl LOKYMEHTOB;

. BbI6VIpaTb COOTBETCTBYHOLWME CpeaAcTBa ana 3awuTbl VIHd)OpMaLWIVI OT HECAHKLMOHMNPOBAHHOIO A0CTYyNa;
. BbI6MpaTb COOTBETCTBYHOLWMNE CpeaAcTBa Ang 6esonacHom pa60TbI B CeTU.

Oco6eHHOCTH NporpaMmmbil

Oco6oe BHMMaHWe Ha Kypce 6yaeT yaeneHo NpoTMBOAENCTBUIO pasrialleHnto MHbopmaLumm Yepes «4enoBeveckuii hakTop», 0COGEHHO C

npMMeHeHneM GULLNHIOBbIX aTak 1 METOAOB COLManbHON NHXeHepun. Mpu Ludbposol TpaHchopMauuy NpeanpuaTuaS caMmblM cnabbiM
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3BEHOM Kak BCerfa okasblBaeTcsi YesioBek. Takxe y4acTHUMKaM Kypca 6yayT npefocTaB/ieHbl MeToAMYecKe nocobus,
MHbOPMaLMOHHbIE MaTepuasbl C HOpMaTUBHON 6a30M, METOAMKAMM, aNrOpUTMaMu SeNCTBUIA, LabnoHaMK IOKasIbHbIX NPaBOBbIX aKTOB
o TemaTuKe Kypca.

YyacTHMKaM Kypca 6yayT NpeasioXKeHbl roTOBbIE anropuTMbl fencTauii v dopMbl (06pa3sLibl) HEO6XOAUMbIX HOPMATUBHO-TIPABOBbIX
LLOKYMEHTOB.

9TO MeponpuaTMe MOXHO 3aKa3aTb B KOpnopaTuBHOM opmaTe (06y4eHne COTPYAHUKOB OLHOM KOMMNaHuu).

OTpenbHble ceMMHapbl B paMKax Kypca

e MeHe[)XMeHT MHdOpMaLMOHHOI 6e30MacHOCTH B yCoBUAX LindpoBoi TpaHchopMaL My NpeanpusaTus
e 3aluTa KoHbUAeHLMaNbHOW MHbopMaLuy NpeanpuUsTUs

YyacTue BO3MOXHO OTAENbHO B Ka)XA0M CeEMUHape.

[lporpamma oby4yeHus

[AeHb 1. MeHe>XMeHT nH(OpMaLMOHHOI 6e30nacHOCTY B YCNOBUSIX LU poBoii TpaHchopMaLum NpeaAnpUATUS.

e OCOBEHHOCTU AesATENbHOCTY NPEANPUATUS B YCNOBUSX LMdpoBoi TpaHCchOpMaL My SKOHOMUKW. 3almTa MHhopMauum, 3awuta
MHbOPMaLMOHHOWK MHDPACTPYKTYpbl U HHOPMALIMOHHOE NPOTUBOGOPCTBO Kak TPY COCTaB/IAOLLMX 6€30MacHOCTH B LMGPOBOM MUpeE.

e [NonnTuka nHhopMaLnoHHON 6e30NacHOCTU KaK OCHOBa cucTeMbl MeHegkMeHTa Ub. Llenu n 3agaumn Monamtukm nHdopmaLMoHHOMN
6e3onacHocTu. O6LLas CTpyKTypa NOANTUKM MHPOPMALMOHHON 6e30MacHOCTHU.

o ['ocyfapcTBeHHOe perynupoBaHue B chepe MHGopMaumoHHo 6e3onacHocTv (UB). Poccuiickue 1 MexxayHapoaHble CTaHAapTbl B
obnactu Ub. 3akoHopaTenbcTBO PO, HOpMaTUBHO-NPaBOBbIEe JOKYMEHTbI.

o [puHATHE ynpaBfieHYECKNX PELLEHMI B YCNOBUSIX N36bITOYHOCTU MHDOPMaLUK, ee HETOYHOCTU U HEAOCTOBEPHOCTU. MpUHLMNbI
pa6oTbl Big Data. [prMeHeHe 311eMEHTOB UCKYCCTBEHHOIO UHTENIEKTA B AeATEeNIbHOCTU NpeanpusaTus. Hanumune yepHoro nvuapa u
(elrikoBbIX HOBOCTEW B UHOOPMALIMOHHOM MoJie.

e [ocyfapcTBeHHble MHDOPMaLMOHHbIE CUCTEMBI. [TepBUYHOCTb MHGOPMALIMK B rOCYAapPCTBEHHbIX UHHOPMALIMOHHbIX peecTpax.
OTCyTCTBUE KOHTYpPa MHPOPMALIMOHHOM 6e30MacHOCTU B UndpoBoM mupe. MoHATHe umdposoi cnes hrsmyeckoro nuua.

e OCO6eHHOCTU AOKYMEeHTO060pOoTa B LMbPOBOM MUpPE. MOHSATUE 3NEKTPOHHbBIN OKYMEHT. CUCTEMA 3/IEKTPOHHOMO AOKYMEHTOO60pOTa
Ha npeanpusitun. Lindposas nognucb. OCHOBHbIE TPe6OBAHUIO K AeTONPOU3BOACTBY Npu LUdpPoBON TpaHchopMaLMm NpeanpusTUs.

o [ToHATUE KpuTUYeckas nHbopmaLmoHHasa MHPPACTPYKTypa B POCCMINCKOM 3aKoHOoAaTeNbCTBe, NpoLeAypbl KaTeropupoBaHus n
OCHOBHble Tpe6oBaHMs Mo ee 3aluuTe.

e 3allMTa KOHCTUTYLUMOHHbIX NpaB duranyeckux nuy npu uucdposon TpaHchopmaumm npeanpusaTmsa. HenpuKOCHOBEHHOCTb YacTHOM
YXU3HW, TaliHa TenleOHHbIX NepPeroBOpoOB, MOYTOBbIX N UHbIX COO6LLEHMIA. MNpoLeaypbl MCMOb30BaHUS TEXHUYECKUX CPEACTB,
npefHasHayYeHHbIX AJ1 HErnacHOro Nosy4yeHust MHbopmMaLuuu.

o ToHATUe KyNbTypa HbOPMaLIMOHHON 6e30MacHOCTM Npu LudpoBoi TpaHcdopmaLmmn npeanpusTus. KynbTypa MHGOpMaLMOHHON
6e30MacHOCTU Kak COCTaBHas YacCTb KOPMOpaTMBHOM 6e30MacHOCTU. ATUYECKME HOPMbI B MEHELKMEHTE MHDOPMaLMOHHON
6e30MacHoCTH.

o MIHpopMauma Kak HemaTepuasbHbI akTUB NpeanpuaTus. NpoTuBoAenCcTBUE YEPHOMY NMMapy, MaHUNyAnpoBaHMeM nHbopmaumen n
WHbIM AEeNCTBUSIM CO CTOPOHbI HEA,06POCOBECTHbBIX KOHKYPEHTOB.

e MeToanka pa3paboTky NOANTUKM MHPOPMALMOHHON 6€30MacHOCTU Ha NPeanpUsATUN.

o CospaHue cnyx6bl MHGOpMaLMOHHON 6e3onacHOCTU. PasfeneHne byHKLUUIA MeXay cnyx60i MHGopMaLMoHHON 6e30nacHOCTY,
cnyx6om 6esonacHocTh n UT-noapasaenenvem. Mecto cnyx6bl MHOOPMaLMOHHON 6e30MacHOCTU B CTPYKTYpe NPeAnpusiTus.

e [ToHsITWE CUCTEMBI MEHEXXMEHTa MHDOPMaLMOHHOM 6e30nacHOCTU. MexayHapofHble cTaHAapTbl 6e30MacHOCTY MHPOPMaLMOHHbIX
cucteM. OCHOBHble TpeboBaHWUA CTaHAapTa MeHe)XMeHTa MHhopMaLuoHHo 6e3onacHocTu I1ISO 27001.

e AyaWT COCTOSIHUA MHDOPMAaLMOHHON 6€30MacHOCTM Ha NpeanpuATMK. MNopsaaok NpoBeAeHNs ayamTa MHGOPMaLMOHHON 6e30MacHOCTH
npeanpuaTUA.

e OCHOBHble TPE6OBaHUS MEXAYHAPOLHOIr0o M POCCMINCKOro 3aKOHOAaTENbCTBA B 06/1aCTU 3aLLMTbl NEPCOHANbHBIX AaHHbIX. [TpaBoBble
aKTbl PEryATOpPOB, ONPeAenAtoLLMX NOIMTUKY MO 3aLuUTe NepcoHasbHbIX AaHHbIX B Poccuu.

o [paBa cy6bekTa nepcoHasbHbIX AaHHbIX M 06513aHHOCTM onepaTopa NnepcoHanbHbIX AaHHbIX. BUuabl opuanyeckoin 0TBETCTBEHHOCTU 3a
pa3srnalleHune NepcoHalbHbIX AaHHbIX, @ TaKXXe 3a HEBbIMOJIHEHWE TPeBoBaHUIA MO UX 3alumTe.

o [lowaroBbIvi anropuTM AEeACTBUM MO CO34aHUIO Ha NPeAnpUATAM CUCTEMbI 06PaboTKM NEPCOHaNbHbIX AaHHbIX, YA0BNETBOPSIOLLEN
Tpe6oBaHUAM PErynsiTopos.

e M3MeHeHWs1 B 3aKOHOAATENbCTBE O NMepCOHanbHbIX AaHHbIX, BCTynuBLMx B 2021 rogy. Oco6eHHOCTM 06paboTKM NEPCOHAbHBIX
JaHHbIX, Pa3peLleHHbIX Cy6GbeKTOM MepCoHabHbIX AaHHbIX A1 PaCnpoCTPaHeHus.

o Co3paHue pexxmuMa KOMMepYeCcKon TaiHbl Ha NpeanpuATMM. MeToamMKa cocTaBneHUs NepeyHs CBeAeHUIN, COCTaBNSAOWMNX
KOMMepyeckKyto TaiHy. OCHOBHbI€ OpraHM3aLOoHHble, NPaBOBble U TEXHUYECKUE Mepbl MO 3aLuUTe KOMMepPYeCKON TalHbI.
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e O6s3aTenbcTBa PAGOTHUKOB MO COXPAHEHWUIO KOMMEPYECKON TailHbl Ha NpeAnpusaTUM. MOHSATUE «pa3rialleHne KOMMEepPYECKOMN TalHbI».
Buabl topuamnyeckon 0OTBETCTBEHHOCTM 3a pasrialleHne KOMMepUYecKnX CEKPeTOB NpeanpuATUs.

o [oHATUE «CcNy)KebHas TallHa» B POCCUMICKOM 3akoHoAaTenbcTBe. OCO6eHHOCTb paboTbl C AOKYMEHTaMU, UMEOLWMMU
OrpaHNYNTENbHYHO NOMETKY «AN1a CNyXebHOro nonb3oBaHus». OTBETCTBEHHOCTb 3a pasrnalleHne Cy>Xe6HO TaiiHbl.

 [poBefieHMe BHYTPEHHMX NPOBEPOK W paccnefoBaHnin No MHUMAEHTaM MHGOPMaLIMOHHO 6€30MacHOCTY Ha NPEeANPUATUN.

[eHb 2. 3auimta KoHpUaeHUManbHOW UHDOPMaLMK NPeANpPUATHUS.

e 3awumTta nHdopmaumu, 3awmuta MHGOpMaLMOHHOK UHOPACTPYKTYpbl U MHGOPMaLIMOHHOE NMPOTMBOGOPCTBO KaK TPU COCTaBASIOLLMX
6e30MacHOCTU B LUPPOBOM MUpe.

o [ToHsITUE KpuTUYeckas nHbopmaLmoHHasa MHPACTPYKTypa B POCCMICKOM 3aKOHOAaTeNbCTBe, NPoLeAypbl KaTeropupoBaHus u
OCHOBHble Tpe6oBaHMs Mo ee 3aluuTe.

o 3almTa KOHCTUTYLMOHHbIX NpaB hun3nyeckunx nuu, npun undposon TpaHchopmaumnm. HenpukoCHOBEHHOCTb YaCTHOWM XXM3HW, TallHa
TenedOoHHbIX MeperoBopoB, MOYTOBbIX U MHbIX COO6LEHNIA. [poueaypbl UCMONb30BaHUA TEXHUYECKNUX CPEeACTB, MpefHa3HauYeHHbIX As
HernacHoro nony4YeHns MHpopmauum.

o NoHsATUe KOHbMAEHUManbHas MHGopmauumsa u KoHbuaeHuManbHOCTb MHbopMaumn. UHhopmauus, 4OCTYN K KOTOPOI He MOXET 6bITb
orpaHu4eH.

e /ICTOYHUKM KOHbUAEHUMaNbHON MHGopMaLmu. Buapbl u dopmMbl NnpeacTaBneHust KoHbOUaeHUManbHoM MHhopMaLuu.

o OCHOBHble HanpaBneHus 3aWwunTbl KOHOUAEHUMANbHON MHhOPMaLnK. CUCTEMHBIV NOAXOA K 3awwuTe nHdopmauun.

e [IpaBoOBbIE, OPraHN3aLNOHHbIE, PEXXUMHbIE U MHXXEHEPHO-TEXHUYECKNE MEPONPUSTUS MO 3alimuTe KOHGUAEeHUManbLHon uHdopmaumu.
Kubep6esonacHocTb npeanpuATus. CospaHne BHYTPMOGHEKTOBOIO U NMPOMYCKHOIO PeXXUMOB Ha npefnpusaTun. dGuanyeckas sawmra
oXpaHsieMblX MHHOPMaLMOHHbIX PECYPCOB.

e PaboOTHMKYM OpraHM3aLumn Kak OCHOBHOW KaHas yTeYKn KoHbuaeHUanbHoin nHpopmMauumm. NMonmtnka kagpoBoi 6e30nacHOCTU.
MeponpusTus No NpeAoTBPAaLLEHWIO pa3rialleHnst paboTHUKaMW KOHPUAeHUanbHon MHGopmMaLmn.

o [TopsaaoK v npoueaypbl 3alUMTbl KOHPUAEHUMaNnbHOM HGOPMaLIMKU NPU UCMONb30BaHNUN AUCTAHLMOHHbIX Pa6OTHUKOB.

e Tpe6oBaHUsA Mo 3awuTe KOHPUAEHLMaNbHOM HOOPMAaLMK B rpaXAaHCKO-NMPaBOBbIX OTHOLLEHUAX. CornallueHune o
KOH}UAeHLMaNbHOCTU Nepef NpoBeAeHNeM NeperoBopos.

e Buabl topuanyeckoin 0TBETCTBEHHOCTU 3a paarnallieHne KoHbuaeHUnanbHo MHbopMaLnm, a TakxKe 3a ee He3aKOHHOE MosyyeHue.
YronoBHasi, afiMMHUCTPATUBHas U rPaXkJaHCKo-NpaBoBasi OTBETCTBEHHOCTb. 0630p CyAe6HON NPaKTUKMU.

¢ NpodeccroHanbHas TallHa Kak CocTaBHas YacTb KOHGUAeHUManbHo nHpopmaumm 3akoHoaaTenbcTBo PO B 06nactu 3aluThbl
npodeccroHanbHbIX TaiH (BpadebHas TaliHa, HOTapuanbHas TaiHa, 6aHKOBCKanA TaiHa, agBoKaTcKas TalHa U T.4.).

e CnyxebHas TarHa Kak cCoCcTaBHasi YacTb KOHbUAEHUMaNnbHON MHpopMauuu. 3akoHogaTenbcTBo PO B 06nacTu 3awwuTbl cnyxe6Howm
TalHbl. [IpaBOBOW PEXMUM NPUMEHEHWS OrpaHUYeHuUst LOCTYNa K Ciy)e6Hon nHbopMaumn. Pexxum cnye6Hoi TailHbl B KOMMEPYECKMNX
CTPYKTypax.

e 3awuTa KOMMepyeckon MHpopMaLum Ha npeanpuaTum. MNpoueaypbl co3AaHUsA PeXXrMMa KOMMEPYECKOW TaiiHbl. MoHATMe obnagaTtenb
KOMMEPYeCKOW TalHbl, ero npaBa U 06513aHHOCTY.

o [ToHsITWe pasrnaleHne KOMMepPYECKOon TaliHbl B POCCUMINCKOM 3akoHogaTenbcTBe. O6si13aTenbCcTBa PabOTHUKOB MO COXPaHEHWHO
KOMMepYeCKoW TalHbl NPeAnpUATUA U 0TKa3 OT UCMOJIb30BaHNUS ee B SIMYHbIX Lensx. CoxpaHHOCTb KOMMEPYECKUX CEeKPeToB
paGOTHVIKaMVI nocrne yBoJibHEHUA.

e OrpaHuyeHue JOCTyNa K KOMMepPYeCKOo TalHe 1 3almuTa MHhopMaLum Kak o6s3aTeNbHbI 3NIEMEHT peXunma KOMMEPUYECKO TalHbI.
CucTeMHbIN NoaxoA K 3awuTte uHGopMaummn. OpraHvM3auUmoHHble, KaapoBble, TEXHUYECKUE, PEXXMMHbIE U UHble MeponpusiTUs No
3alnTe KOMMepPYEeCKON TarHbl.

e OCO6eHHOCTb paboTbl C KOMMEPYECKON MHPOPMaLeW, NPeaCcTaBNEHHON B 3/IEKTPOHHOM BuAE. [TOHATUE 3/IEKTPOHHbIN fOKYMEHT.
AnekTpoHHas nognucs. MNpouecc undpoBU3aLMM KOMMEPYECKOMN TalHbI.

o CobntofieHne pexxmma KOMMepYecKol TallHbl B JOFOBOPHbIX OTHOLLEHUSX C FOPUANYECKUMU U PUSNYECKUMMN NULLAMMU.
KoHduaeHLManbHOCTb MNOyYEHHOW KOHTpareHToM HbopMaLum Kak ycnosue fgorosopa. KomneHcaums yuiep6a v lutpadpHble CaHKLUMK
3a pasrnalueHne KOMMepYeCcKon TaiHbl UM He3aKOHHOE UCMOMIb30BaHME ee B JIMYHbIX Lensx.

o [poueaypbl NpefocTaBneHns MHPopMaLMK, COCTaBASAIOLLLE KOMMEPYECKYHO TaiHy NPeAnpuUsaTUA roCyAapCTBEHHbIM OpraHaMm.
MoHATME MOTMBUPOBaHHOE TpeboBaHNe rocyAapCTBEHHOro opraHa. 06s13aHHOCTb FOCYAapCTBEHHbIX OPraHOB MO OXpaHe
KOH®UAEHLMANbHOCTM NOyYeHHOW MHpOopMaLuK.

e 3aluTa NnepcoHanbHbIX AaHHbIX Ha NpeanpuaTMN. OcHoBHble Tpeb6oBaHUsa O3 «O nepcoHanbHbIX AaHHbIX» U HOPMATUBHbIX akTOB
perynsitopoB (PockomHagsop, ®CTIK Poccuu, ®CE Poccuu 1 T.4.), pernameHTupytoLLme nopsifiok 06paboTKu NepCOHanbHbIX JaHHbIX.

o oHATWe onepaTop NepcoHasnbHbIX AaHHbIX, €ro NpaBa 1 0653aHHOCTM, NOPSAOK PerncTpaumn. PeecTp onepaTopoB, OCYLLECTBASAOLLMX
06paboTKy NepcoHanbHbIX AaHHbIX. YBeAoMIeHne 06 06paboTke (0 HaMepeHUU OCYLLECTBATL 06paboTKy) NepcoHas bHbIX AaHHbIX.

o [ToHsITWE CY6bEKT NepCOHasibHbIX AaHHbIX, ero npaBa u 0653aHHOCTU B COOTBETCTBUM C POCCUACKUM 3aKOHOAATENbCTBOM.

o GopMupoBaHMe NPaBOBOro peXxMMa 3aLUnTbl NePCOHasbHbIX AaHHbIX. [lepeyeHb Mep Mo 3aLuTe NepCoHanbHbIX AaHHbIX.

o [oLwwaroBbIit anropuT™M AEACTBUI MO BbINOSIHEHNIO NPEANPUSATMEM TPEOOBaAHWNI 3aKOHOAATENbCTBA MO 06PaboTKe NepCoOHaNbHbIX
OaHHbIX;

o Tpe6oBaHuWsA K o6ecrneyeHmnto 6e30MacHOCTH NEPCOHabHbIX AaHHbIX, MPU UX 06paboTKe B MHHOPMAaLIMOHHbIX CUCTeMax NePCOHasIbHbIX
[AaHHbIX, B 3aBUCMMOCTM OT TUMa yrpos.

e AAMUHUCTPATUBHbIV PernamMmeHT UCMONTHEHWUSA FOCYAapCTBEHHOW (DYHKLMMW MO OCYLLECTBIEHUIO FOCYAapCTBEHHOMO KOHTPONA 3a
COOTBETCTBMEM 06pPabOTKM NEPCOHaNbHbIX AaHHbIX TPE60BaHWUSAM 3aKOHOAaTeNbCTBa.

e MeToavkM NpoBefeHNs BHYTPEHHUX paccnefoBaHWi Mo MHUMAEHTAM, CBA3aHHbIM C HapyLLeHWEM KOHOUAEHUMANbHOCTUN Ha
npeanpuaATUW. MNnaHoBble N BHEMIaHOBbIE MPOBEPKMU.

o Buapbl topuanYeCcKoii OTBETCTBEHHOCTU (YrofoBHas, rpaXAaHCKo-NpaBoBasi, AMCLUMMNMHAPHAs U UHas) 3a pasrnalleHune
KOHduAeHUManbHoW nHdopmaLmn, UICNoNb30oBaHKE ee B JINYHBIX LIeSIAX, @ TakXKe 3a ee He3aKOHHOe nosiyyeHue. Heobxoammble u
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[LOCTaTOYHble YCNOBUA A/1A HACTYMNeHUss OTBETCTBEHHOCTMU.
OeHb 3. O6ecneueHne 6e30MacHOCTU KOMNbIOTEPHbIX CUCTEM U ceTeil.- Yrpo3bl MHHOPMaLMOHHOI 6e30NacHOCTH.

e Yrpo3sbl 4 yI3BUMOCTW aBTOMaTU3MPOBaHHbIX MHOOPMALMOHHbBIX CUCTEM.

e Yrposabl ceTeBoW 6e30nacHOCTU. AHanNu3 yrpos.

o BO3MOXHble NOCNeACTBUSA BHELLUHWUX aTak U IeNCTBUI BHYTPEHHUX HapyLumTenen.

o BO3MOXHbIe KaHasbl HECAaHKLMOHNPOBAHHOMO AOCTYNa K BaXKHOM MHbOpMaLuu.

e HoBble Knacchbl yrpo3, CBA3aHHbIE C UCMOJIb30BaHMEM 06/1a4HbIX BbIYUCIIEHUI U MOBUITbHBIX TEXHOJIOTUIA.

o CuCTeMbl OGHapYXXEHWUS BTOPXXEHWIA U IOBYLLKM.

e 3awuTa BUpPTyanbHON MHPPACTPYKTYpbI.

o OLEeHKa YPOBHS 3aULLEHHOCTU MHPOPMALIMOHHBIX CUCTEM.

e YnpaBneHue foctyrnoM. Tpe6oBaHus K NaponbHoit 3awmTe. besonacHas pa6oTa B MIHTepHeT. BesonacHas pa6oTa ¢ 3/IeKTPOHHOA
noyTon. besonacHoe xpaHeHWe faHHbIX.

¢ 3aluTa uHhopMaL MM C UICNONb30BaHMEM WKPOBaNbHbIX (KpunTorpaduyeckux) cpeacts. Kpuntorpadumyeckne MeToabl 3aluUThbI
nHbopmavmu. ObecneyeHne NPUMEHEHUS 3NEKTPOHHOM MOAMUCU U MHDPACTPYKTYPbl OTKPLITOrO KJk0Ya € UCNONb30BaHUEM
cepTUdULMPOBaHHbIX CPEACTB.

o CoumanbHas nHxeHepusi. Tpe6oBaHUA K aHTUBMPYCHOW 3alumTe. [lecTBUS B HeLUTaTHbIX CUTyauusX.

o OpraHun3aLMOHHO-PEXUMHbIE Mepbl. IKOHOMUYECKUE Mepbl. TEXHUYECKUE cpeacTBa obecneyeHunss 6e30nacHOCTH

lMpakTuyeckune 3aHATUA.

[lpenogaBaTenu

MPEMOLOABATEJIb
K.T.H., BoueHT kadeapbl MHPOPMALIMOHHBIX TEXHONIOTUIA U cucTeM 6e3onacHocTU. YneH npaeneHus kny6a UT gupekTopoB CaHKT-
MeTep6bypra, npeacenatens KoHdepeHumu no UB no C3dO0.

MPEMNOOABATEJb
9KCnepT-NPakTUK B 061acTi KOpnopaTUBHOM 6€30MacHOCTU. BU3HEC-KOHCYNbTaHT Mo BoNpocam 6e30MacHOCTU MeXAYHapoAHOro
[leN0BOro COTpyAHUYECTBa.-

MPENOAOABATE/b
CneumanucT B o6nacty 6e30mnacHoCTM 61U3Heca, MONIKOBHUK oCcTULMK. 3aBefytolmil kadenpoi 6e3onacHocTv YHUBepcUTeTa
rocyaapCTBEHHOMO ¥ MyHULIMMNANbHOIO yNpaB/ieHus.-

CtpaHuua: 4 us 4



